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The following describes the work plan we followed for this project:

Task 1: Orientation and Planning

Tech/Knowledge staff conducted an initial planning and kickoff session with
Regional 3Cs staff, and identified appropriate participants for future stages of
the project.

Task 2: Current Application Analysis

Tech/Knowledge gathered pertinent documents, available test data, and
interview Regional 3Cs staff and selected stakeholders to determine what
equipment is currently owned by the program and how the application currently
functions.

A detailed engineering review of prototypical existing installations was
conducted. This review included fixed-site and mobile/portable ground stations
and airship installations. We also considered the impact of the application on
the overall Regional 3Cs Network from a traffic and distribution perspective.

Task 3: Business Requirements Analysis

Tech/Knowledge met with a broad range of stakeholders to ascertain the
needs of the San Diego-area public safety community. These stakeholders
included the Regional 3Cs Program, San Diego Police Air Borne Law
Enforcement (ABLE) Unit, San Diego Fire-Rescue Air Operations, San Diego
County Aerial Support to Law Enforcement Agencies (ASTREA), CALFire Air
Operations, US Forest Service FireWatch Program, and associated end users
of the video downlink product.

Task 4: Overview of Pertinent Technologies onthe M arket

Tech/Knowledge prepared an overview of the pertinent solutions for
broadcasting video and transmitting data to and from an aerial asset and
delivering to a targeted audience on the ground in potentially remote locations.

We reviewed the radio frequency spectrum considerations for the operation of
a system in the San Diego metropolitan area.

Task 5: Recommendations for System Future

Finally, we have developed recommendations for Regional 3Cs regarding the
Regional Video Downlink application, including data communications, which
are provided in this document.

3Cs Regional Video Downlink Study Report
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Sit-down meetings were held with groups of both generators of the airborne
video, and the “consumers” of the product.

A meeting was held with representatives of the California Department of
Forestry, U.S. Forest Service, and San Diego Fire at the Ramona Air Attack
Base. San Diego County Sheriff and San Diego PD air operations
representatives sat down for a group discussion at the County OES Media
Room, and the 3Cs User Group was interviewed later that day at the same
location.

Site visits to examine airship and fixed site installations were also made. The
consulting team made trips to SDPD’s ABLE operations base and the SDFD’s
air operations base at Montgomery Field in San Diego, and the San Diego
County Sheriff’'s ASTREA operations base at Gillespie Field in ElI Cajon. Fixed
site installations at Chollas and Black Mountain were also examined by the
consulting team.

Consulting team members interviewed 3Cs staff to develop the information to
address the Program Distribution elements of the project.
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Airship Transmission Packages

Antennas

The first factor identified by the team as an area of concern is that most of the
ships utilize a small omnidirectional antenna as the originating antenna on the
ship. There are two primary types of these antennas. One is shown here:

3Cs Regional Video Downlink Study Report
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Another is shown here.

The flight crews and mechanics stated a strong preference for these antennas
due to their better flight characteristics (less drag, improved aircraft
performance) and mechanical reliability concerns with the alternate antenna
utilized.

3Cs Regional Video Downlink Study Report
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This alternate antenna rotates down from the landing strut in flight, and has
failed to return to its stowage position on landing. Landing the ship with the
antenna deployed destroys the antenna, but also places the ship and crew in
jeopardy. This antenna is shown below:

Another issue is that the small fixed antennas are mounted on the forward
parts of the ship. This mounting location permits the transmission lines
connecting them to the transmitter to be kept short, in order to minimize the
loss of signal through the transmission line.

Unfortunately, this placement means that much of the ship is often interposed

between the antenna and the receiving site, precluding large fractions of the
signal from reaching the receiver.

Transmitter

The transmitters utilized operate with a transmit power of 5 Watts, a normal
power level for devices of this type. While higher power external amplifiers are
available, they would require significant additional space and power on the ship
that are already in short supply. A power amplifier would add significant weight
as well, typically 10-15 Ibs.

3Cs Regional Video Downlink Study Report
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Installation Execution

While the consulting team did not examine all of the ships, the ships that were
reviewed by the team were examined by eye for obvious defects that could
compromise performance. No such defects were noted in our inspection.

Cameras

No complaints were noted in regards to the performance or picture quality of
the aircraft cameras; the only complaint received in regard to the cameras
related to turnaround times for repairs from the manufacturer. The camera
system utilized is effectively an industry standard, and meets the currently
identified needs.

Ground Stations

The system currently consists of sites at seven locations. These locations are:

- San Ysidro View Park

- Mills Building (Downtown San Diego)
- Chollas

- Black Mountain

- Cowles Mountain

- North Peak

- Sierra Rojo

The consulting team examined the sites at Chollas and Black Mountain.

Antennas

Ground stations generally utilize a single, low-gain omnidirectional receiving
antenna, as pictured here:

Typical Fixed Ground Station Antenna

3Cs Regional Video Downlink Study Report
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An exception is the Black Mountain site, which utilizes sectorized directional
panel antennas.

The omnidirectional antennas utilized do not provide any gain, and do not add
any performance enhancement to the overall system.

The antennas are typically mounted at the top of the site’s antenna support.
This is necessary at the frequencies at which the system operates, because
the presence of any metal objects between the antenna and the distant
transmitting ship will block the signal and prevent reception.

Receiver

The receiver is mounted indoors and is connected to the antenna by large-
diameter transmission line. A typical installation is depicted below:

Front of Rack

3Cs Regional Video Downlink Study Report
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Rear of Rack

Installation Execution

While the consulting team did not examine all of the sites, the sites that were
reviewed by the team were examined by eye for obvious defects that could
compromise performance. No such defects were noted in our inspection.

3Cs Regional Video Downlink Study Report
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Currently, 3Cs supports internal video-sharing to all member agencies, via a
multicast IP' network. The traffic we studied is videoconferencing (Fixed-
location video) and video downlink from member helicopters (Mobile-originated
video). In addition to the many fixed links, the network also provides transport
for downlinks from seven helicopter airship receive sites, which currently ingest
Standard Definition (SD) video and multicast it internally as MPEG2? video at 5
Mbps to fixed-function video receivers.

Traffic and Capacity

All airship downlink sites use VBrick encoders. If all seven downlink sites were
running simultaneously, that would be a total of 35 Mbps of traffic, though in
most circumstances there are no more than two simultaneous downlink
streams.

Current Program Delivery

3Cs does not have an Internet-facing method for authorized parties to watch
video originating from within the network. Current video traffic within the 3Cs
network is multicast. The Internet provides no practical large-scale way to
support multicast video to all viewers; this effectively dictates a unicast

3 . . .
approach” for the Internet, though no changes to internal video delivery are
envisioned or required.

Viewing Platforms

Agencies have a combination of VBrick and Amino receiver-decoder
equipment. Originally all the equipment was VBrick, but the company’s receive-
only equipment did not prove reliable. They pushed 3Cs to adopt the Amino
line. There are also a small number of PC-based desktop viewing clients on
the network.

Security

This network physically limits who is allowed to view video on the network;
users must have an Ethernet connection to the 3Cs switch at that member
agency’s facility and a decode device. The network is airgapped from all other
networks at member agency’'s facilities, by design. All network video is
unencrypted. Each member agency has a single login used by all staff of that

* Internet Protocol, the basis for communications on the Internet (and on most Ethernet-based networks).

Z Literally, Moving Pictures Expert Group, standard 2. In this document, and in general discussions, “MPEG2”
generically is used as a shorthand for multiple, related audio/video encoding formats. MPEG2 formats are
commonly used as an encoding format on DVDs, satellite and cable TV systems.

% While MBONE, Abilene, Internet2 Consortium and some other smaller-scale projects demonstrated wide-area
multicast video support over large, all-IP networks, none of these have translated to a widely-accepted multicast
approach for the general public, hence the choice of unicast for all discussion of Internet-connected viewing.

3Cs Regional Video Downlink Study Report
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organization, also maintained by the Consortium. Individual organizations are
responsible for security of their password.

During the network’s first half-decade, additional security was afforded by the
cost of MPEG2 video adapters, which were primarily VBrick and not
inexpensive. However, the Amino MPEG viewing equipment is so inexpensive
that cost is no longer an issue. Anyone with a viewer and a 3Cs network
connection can, at least theoretically, see all video being multicast. Similarly,
anyone with network access, appropriate software, a PC and a little knowledge
could watch any video on the 3Cs network, unless it's otherwise protected.

3Cs has network management tools from SolarWinds, which can determine if a
site is watching video, but not how many devices per site are watching a given
program source.

Current firewall infrastructure consists of Cisco ASA 5520s, in active/active
failover configuration. Firewall configuration and ACLs (Access Control Lists)
are maintained internally by 3Cs. There are no internal firewalls maintained by
3Cs—traffic on the internal network is effectively unfiltered.

Storage

By design, the network does not store, and disallows individuals from storing,
distributed program material. This restriction is to avoid potential subpoena and
California Public Records Act issues.

3Cs Regional Video Downlink Study Report
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Missions for Airborne Video

Two primary missions for airborne video were identified in our interviews:

- Local Incident Support
- Remote Command/Policy Support

Local incident support generally entails the airship communicating directly with
the incident command team actually on the ground at the incident.
Technologically, the airship is transmitting directly to a portable receiver in the
hands of the local commander or staff. There is no intervening infrastructure;
the transmission is direct from the ship to the receiver. The equipment
presently in use has generally been effective in addressing this mission, and
this function is well received by field commanders.

In remote support missions, the airship is transmitting to a fixed receiver site
connected to the 3Cs network, which distributes the video to authorized
network access points. Currently, any point on the network is capable of
receiving video, though not all endpoints are so equipped.

The existing equipment has not performed as well in the remote mission as it
has in the local support mission. The existing equipment takes a long time
between the loss of signal and the recovery of a stable picture4. With the low
gain antennas in use throughout the network, and the location of the antennas
on the ships, the angular movement of the ships in flight creates frequent deep
signal fades, with concomitant loss of signal at the receiver. Since the receiver
does not quickly lock up on the signal when the ship’s constant angular motion
in relation to the fixed receiver site®> causes the signal level to increase,
pictures are often only available to the network for very brief intervals,
rendering the video unwatchable.

Two-Way Data Needed On Airships

All of the aircraft operators also expressed a strong desire and significant
operational requirement to have data available in the airships. This data feed
would be used mostly for access to an agency’s Computer-Assisted Dispatch
(CAD) system, though several operators expressed the occasional need to see
video feeds from other points, as well.

Expectation Management

The pictures that will be produced by public safety airborne video systems will
inevitably be compared with the picture produced by broadcast news
helicopters. This comparison is inappropriate, and does not properly consider
the differences in the intended missions of both broadcast and public safety
aircraft.

This characteristic is referred to as “lock-up” time, or more formally, signal acquisition time.

® The ship is literally flying through (and out of) its own signal path to the receiver, blocking the signal.

/ll

3Cs Regional Video Downlink Study Report
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Broadcast ships have a single mission: to get outstanding pictures and get
them back to the studio for air. For Public Safety ships, the picture mission is
generally secondary in nature. Broadcast ships are generally far more
expensive from a capital perspective than Public Safety ships; a broadcast
helicopter is often double the cost of the identical airframe used in a public
safety application.

Public Safety has the advantage in terms of the number of aircraft at its
disposal; a broadcast typically only has one. Public safety can also generally
fly much more closely to the target than the media ships; much of their cost is
for the optics needed to generate useful images from a great distance.

However, most modern broadcast helicopters transmit in high definition, and
standard definition is the order of the day for most public safety ships. But it's
not a competition; the ultimate mission of the news ship is to inform and
entertain a public audience; the public safety ship is to protect lives and
property by better informing a far more select audience — the public safety
commander protecting that public audience.

3Cs Regional Video Downlink Study Report
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Our study identified the following requirements for future program distribution
for 3Cs:

- 3Cs would like to extend network viewing to designated Internet-based
participants.

- 3C’s intent is to have all viewing from non-dedicated devices (including
PCs, Internet, mobile or portable equipment) routed through the 3Cs
Internet firewall connection. This will include traffic from member
agencies—that is, any web-based requests will be via the Internet, not
via the internal 3Cs network. Dedicated devices—VBrick and Amino Set
Top Boxes—will continue to be the terminals used for internal (In-
network) viewing.

- Any Internet-facing connection must support over 50 simultaneous
viewers on a routine basis, and should scale to 200+ with little or no
effort.

- 3Cs would like to move from MPEG2 video to the more efficient MPEG4
(H.264) encoding standard, which would use less network bandwidth for
a given video quality level.

- 3Cs network staff stated they are willing to maintain five to ten Mbps of
service (out of the 45 Mbps available) for outside viewing. Usage per
stream will depend on the video quality required; at 500 Kbps per
stream, they could thus support ten to twenty simultaneous remote
viewers from an all-local connection without decreasing quality or
exceeding the 5 to 10 Mbps target.

- Final viewing quality, format, speed per stream and total bandwidth
usage for future remote (Internet-based) viewing have yet to be
determined.

- Beyond a certain number of simultaneous viewers, the local
infrastructure will require a separate streaming server for best
performance. (Some vendors provide this as part of a bundled product
offering.)

- To minimize support requirements, 3Cs would prefer to have all remote
desktop viewing as thin client, almost certainly via web-based browsing.
It should support a wide variety of web browsers. 3Cs would prefer to be
as browser- and equipment-agnostic as feasible.

- The remote viewing portal should transcode from multiple formats,
including MPEG2 and MPEG4 (H.264), for seamless support during the
transition.

- Target codecs® and formats are transitioning; the majority of the non-
captive viewing audience uses Adobe Flash but it's not clear that this
trend will continue.

5 Coder/DECoder; effectively, the underlying encoded video format. Separate from transport, e.g., Adobe Flash,
and the viewer or plug-in, e.g., Flash Browser Plug-in, though often conflated.

3Cs Regional Video Downlink Study Report
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- Because of the prevalence of iPads and iPhones, 3Cs will probably need

to support a non-Flash viewer, probably in addition to a Flash-based
one, until the transition to HTMLS5 is complete. This will allow zero-install
viewing from iOS devices.

- Android devices have a native Flash application, which may require

installation.

- Viewer application choice is important, because some browser plug-ins

and standalone viewers make it simpler to more thoroughly secure video
from eavesdropping, storage, forwarding or modification.

- In general, the more complex an end-user application, the more secure it

is, but this is a general, not absolute, rule.

- As much as feasible, 3Cs would like the remote viewing approach to

prevent or discourage “save to YouTube” or any rebroadcast. Note that it
is extremely difficult to completely prevent viewers from saving video on
their own computers, particularly with standard browsers and plug-ins.

- Internet-based viewership should not interfere with normal Internet

usage by 3Cs, including during emergencies. This suggests a
partnership with a Content Delivery Network (CDN) for high usage, so
viewership doesn’t impede other Internet connection usage.

- For simplicity of maintenance, all viewer security should be unitary:

Access control for the (very few) internal desktop viewers should be
identical to that used by Internet viewers, during both routine and
emergency volumes of usage.

- Any CDN access must also be secure, preferably using the same login

database as the local, self-maintained viewing portal. Once installed, a
self-maintained viewing portal will require little or no additional support; a
CDN account will have monthly recurring costs, plus some costs based
on usage.

- The Cisco ASA firewalls currently installed on the 3Cs network are quite

capable of supporting prioritized traffic and traffic shaping, so remote
viewing won't impede other usage of the Internet link.

- 3Cs would strongly prefer to continue supporting a very small number of

logins per member organization—currently one each. The alternatives,
attempting to self-maintain a per-user login database or confederating
with 100+ member login servers, would be burdensome.

- Any remote-viewing setup should include a mechanism for users to

legitimately request ad hoc login credentials, e.g., for State or Federal
agencies, preferably 24 hours a day, 7 days a week.

- Due to subpoena, FOIA and CPRA concerns, 3Cs does not, and does

not want to, store video for future viewing.

3Cs Regional Video Downlink Study Report
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The original network was first designed in 2004; unsurprisingly, much
technological advancement has occurred since. Key technologies that merit
consideration for the future airborne video network include the following.

Higher Power Transmitters

The most obvious solution for inadequate signal is “more power”! Increasing
transmitter power is not as simple a solution as it might seem, though. To
double the range, you would need not just double the power; you need four
times the power. An amplifier of this size requires significant amounts of space
and power to operate, two resources very limited on a helicopter. Also, the risk
of health effects from exposure to high intensity radio fields also increases with
the amount of power radiated. Power increases are the “brute force” approach
to improving coverage that come at the highest long term cost, and should be
carefully considered before implementation.

Higher gain or more airship antennas

Higher gain antennas let you radiate more of the power you have in a direction
that you need it, rather than just off into the ether. For example, a very
promising candidate is from a company called Troll Systems. This antenna
provides both 9 dB of gain (which could increase range by a factor of 2.5 by
itself) while containing an omnidirectional antenna to ensure direct connections
from air to ground are still maintained. It also provides good flight performance,
with minimum impact on daily operations. It is depicted here:

Troll Systems Antenna

1"
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The antenna (and the requisite support elements) are not inexpensive. We
estimate the cost to install these could be as high as $90,000 per ship. We also
believe these antennas do hold the potential of resolving the range issues on
their own, so the investment could be worthwhile.

Multiple Antenna/Receiver Combining

This technology allows you to combine several receivers and antennas to
“recreate” missing parts of one signal by recovering them from a second
source in real time. This highly advanced form of error correction can provide
13-15 dB of gain, potentially increasing range by a factor of four to five, and
reliability of the signal by a similar amount.

WiMax Links for Two-Way Data

The flight test community has standardized on the use of WiMax Mobile
technology (IEEE Standard 802.16e) for data communications with aircraft in
flight under test. Speeds of 4-8 Megabits per second are generally obtained,
with range out to 70 miles.

However, WiMax is inherently a network protocol designed for point-to-point
operation, and could not easily address the local incident support mission.

WiMax would also be a “start new” technology, incompatible with the in-place
equipment already purchased and deployed.

WiMax links are moderately priced, with aircraft radios available in the $10,000
price class, and ground radios in the $30,000 range, exclusive of antennas.

Compact Data Link

Another “start new” technology would be “Compact Data Link”, a standardized,
“Commercial-Off-The-Shelf” (COTS) product built for general military use by a
number of manufacturers. CDL technology permits data transmission at
speeds of up to 270 Megabits per Second, though 1.5 to 3.5 Megabits per
Second is more typical. These radios are typically used to provide the network
link to UAVs and other combat-grade aircraft.

These radios do not operate in public safety spectrum. These operate in the C,
S and Ku microwave bands. Use by San Diego would require an FCC waiver
and the cooperation of the military.

These are also “start new” technologies, and are rather pricey; air packages
would range from $85,000 to $150,000 each; ground packages are $35,000 to
$85,000 depending on band. Like the WiMax radios, these radios are designed
to support point-to-point operation, and could not easily support the incident
support and network missions at the same time.
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The Components of Internet Video Delivery

The Internet video delivery chain has many parts; below is a simplified list. The
delivery chain for the existing 3Cs network is much simpler, in large part
because 3Cs was designed from the ground up to support multicast, where a
single video stream can be delivered to one or all viewers simultaneously, with
no loss in quality or network impairment. This aspect of the network works
well, and doesn’t need modification.

The Internet only supports unicast, where each viewer is fed an individual
stream; each individual's viewing experience can also vary greatly. This
necessitates very different approaches for internal and Internet video delivery,
and is where we suggest changes are required.

In summary, Internet video delivery consists of:

- Ingest. Audio and video are captured and compressed into a stream
which can be forwarded to the viewers. The video is forwarded to a
server, where it might be transcoded into two or more formats of varying
sizes (Usually expressed in kilobits per second, kbps).

- Server. In the simplest case, the appliance or computer which captures
and compresses the video also serves it up to the viewer. However,
above some small number (usually five) of simultaneous viewers, one or
more dedicated servers stream the video to viewers.

- Authentication. The video server or a larger video delivery
infrastructure determines if the user is allowed to view the material. This
can take the form of a username/password request, an opt-in
registration screen, or just a “View now” button. If an organization wishes
to use a CDN (See next) to deliver its video, then an arrangement for
authentication, such as LDAP’, must be made.

- Content delivery network  (CDN) entry . For larger live events, and for
much stored material, a CDN becomes essential. CDNs can afford a
much larger and more robust network than individual organizations—
letting their customers “rent what they need” from 10 simultaneous
viewers up to millions. In this step, organizations using a CDN push their
video to one or more CDN entry points.

- CDN internal forwarding. Once it's entered into their network, CDNs
push video to edge servers, from which the material is directly served to
the viewer. This allows them to better control the overall viewing
experience and spread the load across their infrastructure.

- CDN delivery to the client. As clients authenticate and begin watching
video, the CDN’s edge servers begin delivering it to the client device. On

" Lightweight Directory Access Protocol, an applicatprotocol for reading, editing and authenticgtin
against directories (particularly username/passwinettories) over an IP network. Often used betwee
disparate networks to authenticate users. Avalabla service or a product.

3"
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more intelligent client/server installations, the CDN receives feedback
from the client and adjusts the video delivery size dynamically to the
link’s actual capacity, which can vary greatly over time.

- The client software. The client device or computer runs software which
receives and displays video on the screen. Some viewer clients will also
provide statistics and feedback to the server or CDN.

Total Payment to CDN

Offerings from CDNs vary greatly, but in the above example, an organization
would normally pay a flat rate per month (or per event) for video hosting, plus
some amount per simultaneous viewer (against a guaranteed minimum).
Capacity for rapid escalation (as might be required in a major emergency) is
usually extra.

Comparison between self-hosted and remotely-hosted video

Given the above background, does it make sense for 3Cs to self-host Internet-
delivered video, host it at a CDN, or have a hybrid approach? Some
comparisons:

Self-Hosted

Pro:

- No additional monthly cost

- Access control can be entirely internal (No links to outside
authentication/authorization)

- May be simpler to manage once set up
- Will probably link to existing network management tools

Con:

- Doesn't scale past available bandwidth to local site; might require
additional Internet bandwidth if usage is high

- Has the potential to impede other access to the Internet if resource not
well managed

- No midpoint monitoring or management of bandwidth usage—traffic
delivery is often best effort only

. No SLA®s or recourse for inconsistent traffic delivery

- Multiplatform (Android, iPhone, etc.) support entirely an internal
responsibility

- Multi-format (Flash, HTMLS5, etc.) support entirely an internal
responsibility

Remotely Hosted

Pro:

- Potentially can support more device types (Assuming CDN does; most
do)

8 Service Level Agreement: A binding contract with incentives and penalties for traffic delivery.
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- As CDN supports more delivery formats, little or no additional work

required by 3Cs to implement

- Many CDNs will adjust speed-of-delivery on a per-viewer basis, giving
the best possible result for each instance

- Can grow quickly to hundreds or thousands of simultaneous viewers

- Comes with network and video-delivery support

Con:

- Monthly recurring costs

- Potential additional costs for very high viewership (Unless total

viewership has a hard upper limit)

- Requires authentication infrastructure between local site and remote
site; authentication may require a VPN tunnel

- Will the CDN provide end-user support? If not, high-profile users may
require escalation by 3Cs team to resolve issues.

- Capacity for rapid growth will require negotiations with CDN to keep

price moderate

- Adds to the complexity of service outage and end-user problem

resolution

For Internet video delivery, we have identified the major options as decision

points for 3Cs:

- Should 3Cs self-host video, outsource video delivery to a CDN, or some

combination of the two?

- Which viewing data formats (and, thus, which players) should 3Cs
adopt? Can 3Cs adopt only a single format and player?

Content Delivery Networks (CDNSs)

Some major CDNs include:

Akamai
akamai.com

Amazon CloudFront
aws.amazon.com/cloudfront/

CacheFly
cachefly.com

EdgeCast
EdgeCast.com

Limelight
limelightnetworks.com

MaxCDN
maxcdn.com

VBOSS

http://www.vbrick.com/hosted services/streaming-video-service.asp
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Notes

3Cs evaluated VBrick’'s Online Streaming Service (VBOSS) and was not
favorably inclined to pursue it further. They are included for comparison.
Amazon’s CloudFront is designed for “grow your own” developers, particularly
those familiar with existing Amazon tools.

Internet Viewing Alternatives: An Evolving Market

In addition to the infrastructure alternatives, 3Cs must also choose which (or
how many) video delivery formats it wishes to support. We will consider two:
Adobe Flash and HTMLS5.

Adobe Flash Still Most Prevalent

Adobe’s Flash (Format and player) is still by far the most common playback
method by volume of videos watched and by total devices (computers and
handhelds) supporting it’. Flash is supported by Internet Explorer (IE) Version
6 and later. IE is pervasive in government usage (At least within the US), and
many organizations still run IE Version 6, which effectively dictates supporting
Adobe Flash for at least two years, in our opinion.

However, Flash playback does not run on iOS devices—the Apple iPad, iPod,
and iPhone. Instead, Apple’s direction is HTML5™.

Is the Future HTML5?

Many analysts expect HTMLSll-capabIe browsers to increase in market share
rapidly, particularly in mobile devices. However, HTML5 mobile device support
on non-iOS platforms—particularly for video playback—is still spotty. HTML5
on IE requires Version 9, which runs on Windows Vista or Windows 7' only.

Note

There are other web video delivery formats and platforms, but we do not
believe they have significant enough market share to currently merit discussion
for 3Cs.

Alternate Products

3C'’s existing video infrastructure relies on VBrick, so they would merit further
examination. VBrick has both on-network (VEMS) and distributed/Internet
(VBOSS) video distribution options. 3Cs was not impressed with VBOSS, but it
was simple to set up. Other companies (RealityMobile, others) have on- and
off-network alternatives.

® The total market share for Flash was as high as 84% (http://www.zdnet.com/blog/stewart/flash-player-9-has-
843-penetration-as-of-march/344) in some reports.

10 Apple, especially, has embraced HTMLS5 for iOS devices: http://www.apple.com/htmi5/. Apple has also
prevented support of Flash playback applications on their iOS (but not AppleOS) devices.

™ For a good beginning discussion of HTML5, see “What is HTML57?”,
http://www.streamingmedia.com/Articles/Editorial/W hat-Is/What-is-HTML5-74306.aspx. Note that for this
discussion, we are concentrating on HTMLS5 video playback, rather than the entirety of HTML5 browser
compatibility.

2 Microsoft's official statement on this: http://windows.microsoft.com/en-US/internet-explorer/downloads/ie
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Of those we considered, RealityMobile is the best positioned for public-safety
mobile video sharing, but requires client-side software installation. Thus, we
are not considering RealityMobile as a universal Internet video sharing
platform. We would recommend considering RealityMobile for in-network
mobile device video sharing—say, for letting police officers view helicopter or
surveillance video. In this case, it would be a supplement to, not a
replacement for, the current airship-to-commander video tactical links.

Video Player Technologies

Company URL Notes

Adobe Flash Adobe.com/flash Currently, the most popular video
playback format (and player). Not
supported by i0S

(iPhone/iPod/iPad) devices.

Flowplayer Flowplayer.org A popular open-source video
player; a possible approach if 3Cs
pursued internal development.

HTML5 dev.w3.org The emerging standard (Not a
product) for plugin-free playback;
stil a year or two away from
common use.

Reality Mobile RealityMobile.com The RealityMobile RealityVision
product is used extensively by law
enforcement to view video on (and
from) mobile devices. Requires
installation. Supports Windows
desktop clients, Windows Mobile 6
(Not Windows Phone 7) and
Android.
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A major limiting factor in the performance of the Airborne Video system has
been the lack of authorized radio spectrum on which to operate.

Federal Communications Commission rules for public safety operations have
made little provision for airborne video transmission. Broadcasters have
extensive allocations that they may utilize for their video needs, but public
safety is restricted in their capacity. Many cities currently use one frequency
that is available and shared with the broadcasters; the broadcasters are
primary users, and public safety is secondary. When public safety needs to
transmit, they must first contact the broadcast frequency coordinator and
advise them of the intended public safety use of the channel before they may
begin transmission. Certainly, the broadcasters are cooperative, and
permission is quickly granted, but the fact remains that public safety use of that
spectrum is secondary, and must be discontinued at the broadcasters’ request.
Given the broad deployment of receiving devices to first responders, and the
need to implement operations quickly in rapidly evolving tactical operations
(both law and fire), this permissions-based approach is unlikely to meet the
needs of the San Diego area, and cannot be recommended. San Diego needs
spectrum that it can use immediately, without third-party involvement.

The currently used spectrum was obtained under a Memorandum of
Understanding with the Federal Bureau of Investigation. We believe it may be
possible for the area to regularize its use of this or immediately adjacent
spectrum through work with the relevant frequency coordinating bodies to
obtain their concurrence for an FCC waiver.

4.9 GHz Band

The FCC has established an allocation for public safety in the 4.9 GHz band.
At first blush, it would seem to be well suited for airborne video. Unfortunately,
there are a number of obstacles that render it unsuitable for use in the San
Diego area.

First, airborne use of the band is essentially prohibited to prevent interference
with astronomical observation. Some airborne use is permitted by waiver, but
the regulatory hurdle is there.

More importantly, the 4.9 GHz band was carved from spectrum formerly used
by the U.S. Navy for its Cooperative Engagement Capability, technology that
allows the Navy to fight air, sea and ground forces as a single unit. This
technology is strategic to naval operations. The technology utilizes high power
(megawatt level) airborne and ship-based transmitters, and produces a very
high noise floor throughout the (now) adjacent public safety band. One of the
key training areas used for this technology is San Diego. Thus, 4.9 GHz is not
suited for high-value public safety operations almost anywhere in Southern
California.
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Our review identified the following spectrum as possible alternatives for use,
most likely under waiver. FCC rules for public safety use of spectrum outside of
established allocations™ requires the applicant to demonstrate there are no
channels available in any public safety band. More detailed research and a
formal showing would be needed for any actual FCC filing. Items highlighted in

yellow are within the operational capability of the existing equipment.

27

Freg Range (band) CFRA47 Parts Allocation Comments
1435-1525 (Lower L- 87 Fed - DoD Flight | Generally used on test ranges only.
Band) Test DoD coordination through AFFSMO
Civ - Flight Test and regional AFC's. Civil coordination
by AFTRCC. Also used for missile
telemetry and probable covert UAV
operations. May be used of both air to
ground and ground to air. Potentially
shareable in the SD area.
1535-1559 87 Space to Earth Not sure but may be usable under
experimental
1755-1810 MHz NTIA only Typically airborne | Extensive military use for downlinks,
downlink. C2, data links, etc. May also be used,
particularly by the Navy, for Link 16
operations using relatively high power.
Still, with Navy coordination, may be a
possibility if Federal authority can be
obtained. This band is also under threat
from the National Broadband Initiative.
2310-2320 27,87 Radiolocation & Interesting combination. Possible use
wireless comm under part 27 (maybe WiMax aka
802.16)
2345-2320 27,87 Radiolocation & See above.
wireless comm
2360-2390 87 Fed - DoD Flight | Generally used on test ranges only.

Test
Civ - Flight Test

DoD coordination through AFFSMO
and regional AFC's. Civil coordination
by AFTRCC. Also used for missile
telemetry and probable covert UAV
operations. May be used of both air to
ground and ground to air. Potentially
shareable in the SD area.

3 This is referred to as a Section 337(c) filing.

3Cs Regional Video Downlink Study Report

Tech/Knowledge, Inc.



28

Section 10: Spectrum Options Identified
City of San Diego
Freq Range (band) CFR47 Parts Allocation Comments
2390-2395 87 & 97 Amateur & P_otentlal WiMax application for
Aeronautical airborne.
Potential WiMax application for
2400-2417 18 & 97 ISM & Amateur airborne
ISM, TV Aux .
18, 74F, 90, ; L Potentially usable under ISM or
2450-2483.5 101 PLMR, Fixed | b \ip "hut it is the WiFi Band.
Microwave
. Not sure. May be usable under ISM
2483.5-2500 18, 25 5l & Sl rules if Satellite comms don't cause
comms
a problem.
: Former ITFS band. May be a
2495-2580 27 Wireless comm possibility.
10.5-10 55 GHz 90 PLMR Possible with Compact Data Link
technology.
Not a good band for aeronautical
24-94.05 GHz 18 & 97 ISM & Amateur but a possibility nonetheless. Would
have to operate at ISM power levels
(a major hit to range).
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The original opinion developed by the consulting team was that it is time to
move toward a network-focused technology, such as WiMax, or the CDL
product. However, the message that we received from the field is that the local
incident support mission is vital, and must not be compromised. This simply
cannot be done with a network-based technology.

While it was our original intent that the network-based technology be used to
provide the high-performance data uplinks needed to the airships for CAD and
other network access, we believe there are many potential options to provide
that service. Options include the public safety broadband network at 700 MHz,
which while not yet available, is certainly on the horizon.

Since there are other credible options for providing the CAD uplinks, and no
other credible options for addressing the local incident support mission, it is the
considered opinion of the consulting team that, particularly given the area’s
million-dollar investment in the existing technology, the existing system should
be optimized and made to perform in line with reasonable expectations
developed with sound engineering practice.

The prediction of the performance and reliability of microwave communications
systems is a well-known and well-proven science. We have developed an
working theory that the cause of the poor performance of the existing system is
suboptimal antenna selection and placement on the aircraft side, and, to a
lesser extent, low performance antennas on the ground stations.

Based on our review of the data developed, we believe the following course of
action will produce the greatest benefits for the least overall cost to the region.

1. Perform detailed, fully instrumented system performance flight tests of
the existing technology deployed to support the network mission. This
program is, in our opinion, the only way to truly quantify with objective
data what is happening with the network, and why the performance has
been so much poorer than anticipated.

2. Based on the data developed in the flight test program, develop new
antenna and/or receiver designs and specifications for both the airships
and the fixed stations.

3. Develop a procurement specification that calls for the implementation of
these new technologies by a system integrator who is 1) directly
experienced in helicopter video systems, and, 2) that will take end-to-
end responsibility for the total performance of the technology as an
integrated system, not just as individual pieces.

If the flight test program proves out our working theory that the antennas are
the issue, then it will also demonstrate whether the optimal answer is to
change the aircraft antenna system, the ground station antenna system, or
both. The region can expect that new airship antenna systems could cost as
much as $90,000 per ship; new ground station antenna systems could cost as
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much as $100,000 per site. Given the size of the expenditures, a pilot program
should be undertaken if the test results look promising. We believe that with
appropriate antennas properly installed in both the ships and at the ground
stations, ranges of 30 to 50 miles with stable pictures should be achievable.

A bonus is that with the added range, it may not be necessary to improve all
seven ground sites currently constructed; some may be able to be eliminated
with improved system performance.

We also want to emphasize the importance of the selection of a system
integrator for future phases. To date, it has difficult to find a vendor who will
ensure that quality pictures from the aircraft are accessible in the network. A
transmitter vendor says, “well, the radio is working right”, but can't take
responsibility for the installation on the ship. The camera vendor can’t ensure
the transmitter and receiver are working properly and that the right antennas
are properly installed.

The right integrator will take full responsibility for the end-to-end system
generating pictures and feeding them into the distribution network. The area
does not have the technical resources to perform this function of end-to-end
assurance on its own, so the selection of the integrator will be key to the
region’s long-term satisfaction with the overall project.

The best system, however, is of no value without radio spectrum in which it
may legally operate. To that end, we recommend the area work with the flight
test spectrum coordinating committees to obtain use of flight test spectrum on
a waiver basis from the Federal Communications Commission.

We believe that legal and consultant support to obtain regularization should
cost under $100,000.

We believe official regularization of the 3Cs operation could occur in less than
one year from the first official contact with the coordinating bodies.
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Based on available data, we have the following recommendation for reaching a
decision on Internet program distribution for 3Cs:
- Gain consensus:
1. On the requirements for supporting Internet-based video delivery;
2. Build a checklist for the test implementation framework;
3. Build a goals and evaluation matrix for the tests;
4

. Decide on fiscal approach: max monthly expenditure; method of
chargebacks for usage (if any)

- Discuss potential video options further with existing and potential
vendors, including VBrick

- Decide on a short list (2-4) of potential delivery methods, which might
include:

1. Testinternal implementation with Flash Server or other server-side
product

2. Existing vendor(s)

3. Test implementation by a third-party integrator (If budget allows)

4. Test with CDN as delivery method (Requires authentication method)
- Run tests for at least a month and/or conduct bake-off:

1. Delivery of video; subjective quality of delivered video

2. Delivery of video access credentials (particularly to outside agencies)

3. Reliability of delivery

4. Amount of maintenance required

5. Total traffic and cost of traffic

- Choose final delivery method and implement.

Delivery formats

Within the above framework, video delivery format will be an important choice.
Our observations:

- Because so many devices do not support HTML5, Adobe Flash must be
one of the chosen formats.

- Unless 3Cs is willing to exclude iOS (iPhone, iPad) devices from its
supported list, it cannot exclude HTMLS5 as a video delivery format.
(There are emerging automatic Flash-to-HTML5 gateway products which
may make that simpler.)

- Most alternate delivery methods require client-side installation; is this
worth the trouble?
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Video Codecs

We did not investigate the suitability of any particular video Codec for 3C’s use.
The planned migration from MPEG2 to MPEG4 (H.264) is in line with current
practice, and with our previous recommendations to other clients. Both would
require transcoding to lower data rates (no higher than 1 Mbps) for Internet
viewers. Any specific recommendations for video codecs for Internet-facing
traffic will be specific to a particular CDN and should be discussed with
potential suppliers.

Potential Costs

The potential costs for our recommendations will vary greatly, depending on
the final path taken by 3Cs. Below are estimates for total costs for a range of
options.

Internally-hosted Video Delivery

Stream hosting software alternatives:
VBrick’s VEMS: $0 (3Cs already owns)
Adobe Flash Media Server: $1,000
VideoLAN x264 (and related software): Free
Windows Media Services: Included in Microsoft Server 2003 and 2008,
no additional charge.
Red5, Mammoth Server: Free Flash Media Server alternatives.
Wowza Media Server: Free to try, $1,000 to purchase.

Hardware required:
Edge-facing server; may be repurposed existing hardware; Cost: $0
(Re-use) to $5,000 (Higher-end server)

Labor estimates:
Setup, testing and initial implementation, internal resources: 20 to 40
hours. Possibly more for self-support products like Red5, VideoLAN,
etc.
Setup of security and password links: 4 to 8 hours estimated,
depending on requirements for LDAP link.
Ongoing support per month: 4 to 8 hours.

Internet usage:
Usage of existing Internet-facing connection: Dependent on number of
simultaneous streams, can be capped at (e.g.) 10 Mbps maximum. No
additional costs expected.

Externally-hosted Video Delivery

Stream hosting software alternatives:
VBrick’s VBOSS; pricing previously provided to 3Cs by VBrick
Amazon CloudFront; pricing dependent on services ordered (No
minimums)
PrimCast (ShoutCast servers); starts at $10/month
Watershed: Securable, brandable add-on to Ustream; service prices
upon inquiry.

Hardware required:
Ranges from none to potentially one server for security link to service
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Labor estimates:
Setup, testing and initial implementation, internal resources: 20 to 40
hours. Potentially more for “Roll your own” products based on Amazon
CloudFront, etc.
Branding and customizing website showing video: from one hour to
potentially many, depending on level of branding required.
Setup of security and password links: 4 to 8 hours estimated,
depending on requirements for LDAP link.
Ongoing support per month: 1 to 2 hours.

Internet usage:
Usage of existing Internet-facing connection: Probably under 1 Mbps
maximum, assuming all streaming is from external server.
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